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wazdunieiuiinisnsvaeulsalasenfunissnoufiamesausenis
FoureneufinnesdeAseWILLASoTE (M3 3sedy Cross) d@1unse
VSN2l 19U ThaiCERT =)

- THusMssruuaTambsarsuiamesudu (13) wwu
http://housecall.trendmicro.com/housecall/ %358
http://www.pandasoftware.com/products/activescan/ Hudu ﬁ;ﬂ’e)'au
YoiTiRonInsIvEevenildliitiiniilesananuaivenedetie
ysnnTusTUUWEN TR livheuussUURTvenswag Anti-virus Be sy
Andaeg warBslunintdu lrfauseiinviilissuuliaunsdldnuatoreld
a8

venonaadoiniluldliifadwenduas Antivirus waz/vie update
grudoyalata uazonlfnulusunsudandn devhnmansamhfauussuy gasouvesisi
Aawlosruugnlasannau Tadaeravinnstatundednunessuuinliviuliamsofndie
Sunldaugensduisainanls wiee1avinligendiis Anti-virus iudndsmsounnsasla
dlensuszuuialdavialauds Winisdanlusunsudmiuidalisaneufiamesen
e (Fix Tool) wldidalasauussuu dsanunsa download TUsunsy Fix Tool wianilald
ulanianiulednnegu http://www.pandasoftware.com/download/utilities/ 1 udu
Ingenaazdosinliszuuy joanisvineulu Safe Mode W3nwrfiliorvay) Wionayld
Tusunsu Fix Tool wiehivhaniléiognsiienugniasgsan

Serdaldauussuuvuaud TihnsnreaeuissuuUfiRnisiveslnid
aritical agvelal &3 iinsudly Fsnsnvaeuuazudly Tneundvililaenis browse 1u
71 http://windowsupdate.microsoft.com/ LﬁaLmeﬁﬁaﬂiw’j%aﬂizuuﬂﬁﬁaﬂ’ma%ﬁ]LLéJ’J T9ivin
nsfnelUsLNTY Antivirus waz/u3e update g1udeyalialiuatefian uasFonldau
TWsunsudenaniievnisnsaageussuulngazidensnasmisnunannlsanoniianesusn
Tneasuudr dunouaing lunsudlossuuiinnhianeufiunes e

1. asnaeuszuuialifaesls Inenislilusunsudmiunsinaeuldadeens
Mlalasnisandainiesnenfinmesdniadsmiladunderafietslunisasinasy vieands
syuunsnTIadeulsaneuiamesiIunIaiu (Web-based virus scan engine)

2. Download TUsunsudmsundlalaaiinsaanuuildmdnlsa
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3. 9AY0alnIveeTTUUUURNTS
4. Update g1utayalidavadlusunsy Anti-virus kainsiambisadnass
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uni 3
A6 LAZAINITVDIRBUNIADINITANITH

3.1 aunvaIN1sinliSanaunNnes
h¥aneuiinnesannsafnseunsnizaeainiedosmeuiinnesiaimilsluss
\3osnoufimesdniadeamililinatss Wu nisuanasudeyalasnisldgunsaituiin
Yoyad1ses nia3esnouiiunesludniniomis n1saniinandeyaniolusungy
oufineinanlaia aneTeterioszuudumedidn madadoyalenarsiuuuiniudid
yion1suam (Chat) Tnsdeyaiiuuuundududuionisusniinasgnaadeludlfuraula 1y
Juuau 004 (webcam 004), h¥aduioadu (virus_msn), AT (love me), lnd@iuag
(sexy_bedroom) Ln8EIAYIAYIIN1TIIUTINAUNANEN Tunsldnuaeufivmesienndu
awmvieiesrenfinseivesiufalifalddwiolud

<

- meBwd hanunduuduarindfwuuindudwddlngandula
Uszavnsdu eandludfissyunasiiinlidnnunsediislsiddn envveiidnvazidunim
s19n1 uazfidnarlissyediulaenss wasiudofidoudtenn

- NIRABWEIN pop3 server meluswnsuaes Outlook Express @3
Tngjaziduminuueudumesiinuseinn mass-mailing worm 1@ Netsky, Beagle, Mydoom

- nYealnd (vulnerability) vasssuuUfuinisvisevaslusunsy lag
network worm, mass-mailing worm Alauvealnives Windows 19y Blaster, Sasser,
Bobax duialuataazidiunsdives zero-day attack

- anmadlUluduid malidous script/malware dousgfsgnaiulll iy
crack ‘1;1'5\‘1‘1/1@’18 WUWIA dialer, trojan downloader, spyware, browser hijacker

- gnnsdiluludusssumiifa lhsay VBS/Redlof

- pnnnsedeudnelidaniedemilluddnnie wilsinumnsunuRaniy
Macro Virus ﬁaﬂlul‘i/\lé“u@\‘i MS Office

- asamlvanliaanniasedng P2P ag1ail KaZaA @i P2P worm Lag
Tnsduriavians

- 9nnnsenavanlidanuvasiildundediestautuiu crack, warez @
Tugjazidunwan private/modified Trojan

- nmsiaunsesulaanlusunsuuselan Instant Message 1@ MSN, 1CQ



ANUNNUNSNYINTUINA 10 NSUNSHYINTUI

- 9nnsaulUsunsuUsEAn IRC WU Pirch98 i IRC Worm wagdu
Instant messaging (IM) Wy MSN ICQ, QQ , yahoo messenger , skype , IRC tJulusunsa
daloA1ud syuuEaisa wuusiufivule n1sldeaiu MSN Messenger wadl E-mail 184
hotmail 30 MSN Amufianunsaidu MSN évuf wiewiadwhausansu E-mail veqs1de
Tneit elafimuitiiad Whundas @ MSN fuffazuds Wnsuituil wonandu Ausa
109115 Jukavdslonuseninaiu Avildegaings Jafedefivounandoutunissu
foyaseninafudfeldatues msunsnszarglfams MSN azunsnszawegaduniods
nande Wedllaguilsdnlisa

- msamilvanlidang o ndumedide lidhasdu awinutnae am
a1un was Amn1Eau JUswnsu Crack #ing 9 wazlilday o Snunune femadnladareau
wzlfadinazudsinegiuldvionmeng 4 wardu dewsmnivaalndulilundes
ARNIWMEsYRNLT NagyilranliSala

- uwsliid mneda ildnanansalipulueietodeafuannsadiaeld ang
Wauwslig Adunslagpuldaulndaniaiesnenfinnosveaningiunies aoufianes
wieedy 9 luedetiediendu FansldrunuusesindidlontadefiosfanTounslada
Folder 1auasly

3.2 AnunizvanTasraNinafilefnl fanouiames

Snvnuzveaeiesreufiunedidlofnlfareufiunosivarednuusduogiy
Usziamvadhanenfinmesiu Tnefidnunsinnfifiondnosaunseitilianunsaldey
\sesnoufinneild dusannsauisensinunfvesedosreniiunesld 2 dnvue Ao

3.2.1 emsifinfusdaud A AnuRaUn@dneg Adewatugunsal
ABUNILADS tALA

- rzesnouiimeTaninduedaglilddany

.+ 3esnpuimefLias aunseivgavhalaglimsuanig

- grinRatudrniuuasninefifintu Mailildddvinsaaeununennestu

. ipdesdadssiseanmedindlaglailfiAnanlsunsuiidaliauey

« utufinivienAaund Wy fuiimdnumdudusnguuniinedndasnus
yilnudetuliannsoldouutiufiuildies

« enmadaunavesienud wlsinginndeosniiung

- sndndadide ldannsatuiindeyals esanhiadluvhatsszuy
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3.2.2 omsiinfuganduasusolusunsu sausunsuszuudadu
Waunsumdnlunisldsnuniesreufiunesuazlusunsuussgnddunniisiulunmuinded
Aoufiumed sxflonisfinanyinfnlSaneufinmesunnsnaiu wu

Jsunsuiipassiluniesreufmesivuelvgtunsedosnisfiud
nsvhaulusdaRarunney

Sunavraedusunsudsuudasly Tdnsafuiinsluasliiezudle
agnslsfinu Sunavnanvedlusunsufiavldeuwdasiiame

anAlITssuulivhauvsengainulaglinivang

Unnguiludeyanlildairuazuiudeyaurauiugnianedulsyd
liaradafedsimuisnusniederululusunsusngdnuasilaildfadelusunsu wu
Aeensedmdenlulusunsululassendiisauazldanunsadeuiudneausis neswuudue
1

oA iielUsunsufinnacimeluanlsunsuszuuldannsada
Tulusinsuuislusunsula

v
%

diikanszmuiiiintusnafidnunsuandeiuly Jusgiuussnnvaslada
5146] R0
- vhaneyawnines vilvensaRaiviewsiufadaiiszuy yalale
- vhangliddeya Wnsaulvddeyauagnaumuunlala
- yieny FAT 909uuudan
- ldlnddoyatvuiaiintues Tnglifaszaiadoyatuues vialv
InddoyaidnuasuUanyuuanaini
- yhldanudiveaniesdtas mesenldlusunsudsnannnty
~ asSenldunslusunsy azfinenisiadesdades (hang - up ) feale -
Uniaseaven 9 villdideersual
- vosuumunulvislval Tnelalléds
- wheanudveaasadivuindnas
- fhaneAnfiinsuesszuy W anglid CONFIG.SYS winlwileisuiuida
wi3e wdeseylavihendludn
- defornuudanysenann 8enNanRTIaenIeNIAT IR ILA Tinae
Tnoigldlailadans
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uni 4
A5UasnuAaslvivasnnaainlisanauninas

aedilainsudluunluuniiehusnvilinsd
audladeiinfinesnnaugldauszuy
Aoufimes Fenmenidldiy “lSaroufinnes” fivi
Tfldaunenfneslagilusminning wazinse
ﬂé”;'jﬂLﬂ'%'amamﬂfsma%ﬁﬁls’zj’muaéﬁ]vﬁwﬁah%’a 4l
Aaumnuu11 udanedisnaslatrendelifiasld

2 Yosfuiniosmouiinmed was zloyaveinuLaaly

UaonsuanhiSaneuniwed wusududien1ssanisaeslueienduy nsinsalusunsudasiu
1h¥a aaenaunisidaulusunsuninisweudsluddume siinu TUsunsudiuiusses
TUsunsueu E-Mail wag TUsunsu Social Network due) 1usu

Tuuni3ejaiiuliAaussloniisdmivildnuneufinne il dauassuuieiods
poufines masaaufuimsfiazanntsaiinstostumandlvldusznaulunissuleuienis
Shwanudaenderesaenfiaumesnilunihenudie uagisnsiinanvauaseluiidudios
Brsdosulunstostunumearitiy uiliasnsadestiuldald 100% taensdesiuenayin
il

1. ﬁmm'u%wiaLﬂ‘%aﬁdwdauﬂ’ﬁaﬂ@iﬂ’ﬁzwﬂﬁﬁaﬂﬁ Fudumeuiidrfunnnounis
RasssvuuUfuinisdesinisnenasuauneu aunsetadlefasslusunsutiosiul¥aate
uéazdewhnsuiuussgudeyavestusunsutostulia edesdunslaudnnl¥avier
yninneuiazuuusdliaiesiauudunsaiisame

2. nsdataduduiu Afonisiadalusunsutiostulfdlifuniesnoufinmestiuies
Lilddnfsauafadaiusunsudestuldaiesvasaseanlifaneufiumesls fadundnns
UfTRiAstumsldmlusunsutestulsadielmiaiasuaonsofidsil

- denlilusunsudestulbafimngauvienuiosdnsivun

- aiwmmuum emergency disk Lwaiﬁzmdumiﬂivw AUETERNITAY,
emergency disk ﬁi@U’NﬂiﬂmﬁlLiﬁlﬂ’J’l Rescure disk uuummmwuamam dedesinlada
fldanunsoazidnldlagiiuszuu jUAnTiulaad visnansznuvedhadaivinlmaiosly
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aunsayalanuund sfaunsalduiy emergency disk utiglunisideyauasininlada
ponauvilviysiadeslinuund
- Usuupsgudeyaldanunieessioseiindarate dunouiiiouiaton
lavesnisldaulusunsudesiulada Weannlfaneuiunesgnitmurosnuilniyniu
Fatudsensfiazaoulusunsutiostuldaladdnldavieliy de lnen1suiudsgudeya
Ta¥anldauthues
- oudalwdnnusiuiianldaniduliaunuvnlfanou uwiudaiilulen
Sundninduindafiados azdiulaldodnslsiusiutulaifihtaey fafuaseasamiaialy
uriunouylnsudeyafignussgluudufanifana
- vhnseraambdannddannt TuusiagdUamiuueuiillndfiudhenn
ww3eannineg Ly 3-udildsu Indianiivanunandumesiin nanaulidinasn
voslsunsuivusnwesiifvluudasadsiidndsumniuled udrazudlaldodidlsilng
wianiulaiilfaussiann fdusasiingiinisnsamiata Tnenisaunumfiessuy 0199
Junniduvesiugnsnoundutnundula
3. 113weslng waznnsSu-delidaneg nsueslvdduiivsslevidlunissu-delndun
melussdng esniinafwasdealddiedes usnsuvielidnnusslomidaudly
Feunmefiinagniindveshianeufinnedine fatunisusslidaisnsesiifeany
seinszde JululeRliaasfiazuusing Lmaﬂumﬂmm%m fianudnduiiasdosmuslnas
ArsTnrsidulssnneuegnaien wasasissiarude
4. drseadioyald WedamgmsaliliseAniuaiesdldsmed 1Wuduilwian viie
L¥aunsnszangludslngdda envdwmaliniosuuliaunsaldnuldauuninioldoulig
velnalile ﬁaaﬂaaqumawﬁwaqLﬂ%laqﬁmdnqﬁyﬁaﬁﬁagaﬁﬂﬁ’ﬁg“] 1 fedudisniinng
drsestoyald Yymidldnuargapdedoyaiazanasldunnneannis lunmsdsesteyaiiield
Tunsfssuufutuasnsssiivesy sdrstiostszann 1 adaoduanst uasdsiinasagiinns
dsesliuse Ao
5. finaugaanseneg Wewelutunilan ssihSaneufinnesoenuivdidusiuau
wn Keunsfudteyatnasinnfuasnmsdesfuisiudunundinfigaisvidunis
daafulasaneudinnes lidnsdudléing lunseusinsssiadiquaszuuies Jsmsfiazsndasma
Tunisfuiinarsiertubhiareufinnesuazinaisifierduaiiuiunsaonfonig
ABNTILADIAEY
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4.1 dnduansawauils (Hardening) uaznisiiuanuiasasislinuasuniinasaiuda

Components of Client Computer Security

‘ Software Updates ‘
‘ Antivirus ‘
Password Best
Practices
‘ Firewalls ‘
Client Management Q
Tools
‘ Hardening ‘

‘ Application Security ‘

‘ Data Protection ‘

Yoyamsaumaiiiviiluneufiunesdiudiiisldaueg lddnnzifudeya
daudvie Teyavetesans daruidssiienaldfunisanaiuainnateunaseiigu s
uninszanevedlifa viogniaTesile Hack Tools fiduandtveglulan Internet 3n¥in15Ay
fogamelundos viliinsesneufinmesveasiiiym uazernisuvan 9 uazerathlugam
Fomeusziiumfilddmarsviuenanglinuiaeinudn

fadlenaananmsiszuuUoinmsfinl$idedin nsany Windows XP uag
Foanamfiinsuninatgegisndildludagiu slitsesdng fileagduled uas
Adsumluifanuifuled shazuamamnsanuizes Hardware / Software ilouniosde
ANATLAN 4 Tleaasiinduiuszuuneufiunes viairdesoufiuneiiildo

sUsuansuansiamsasusmmasuneluladansaumeaiioaiisany
Uaensliiueadng vizereufinmesdius Tnsfimeinefovosiugenidududisiniundes
wgnvanam wagiurndeuansdandosdon 4 Mdduuumslunsuntesdvanan
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The Defense-in-Depth Model

i "
Data ACLs, encryption, EFS, DRM

Application Application hardening, antivirus

08 hardening, authentication,
patch management, HIDS

Internal Network Network segments, IPSec, NIDS

Firewalls, Network Access

Host

Sl Quarantine Control
L Physical Security } Guards, locks, tracking devices

" Policies, Procedures, & Awareness s Security documents, user
. education

8 Yy A o v Yy = a o .
AMNLUININISLRIN LT BNAuUasane linumalulagd1saumausEn Microsoft

AwFanaIwansdaAlgIeTuILImaiian1sUeatuieANAIUA WA TAUNA WA
agvenninndunisiivanudasadeliaulaglidivaldine

“SuRan39in ansaauds (Hardening)”

n13813ALUTlasEUUUURN1T (Operating System Hardening) Wunszuiun1sueanis
fvuaA (Parameter) VuszuuUfoanisiiodostunaidndenlalldsueygyndestudyngn
Lwenines wazdesmisuanulasndusy 9 05 ilvsruunsuiumesdodolduintu fany
Uaensis uaztieifinyssansnmnsyhanudesanlivannis "andeilalsldeanluainszuy’
Tules

Tnendnvsues Hardening fio MsanauiAssiuauUaendefienainiu Mduna
unanmsmunuveslfiediliinnfigaditsnaniduidmaiiunnnaendelinonfiunes
TnsmsmuaNszuuUiansislde fiuuiisdanarnduidnisidngnuesdmuslsna
Tnegldlaisndudesaniulufunisde Software MAunaiiaifisdaauanmsodunissng
aulasadte Aausafivauvasndeliiureuiivnesld Wewsisldlaynen Security
Best Practice ¥esszuuUftnsfildegunasiioufiRfussuuufinsiiald dslaodning
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Y a % 6 1 1% 1

UTIAENER Software seUuUURANS wandelvwngnaglinandugogudiusdngnuaiiy
vielreuaulaialdfuusslomdifiesnsnguing

ynisuedluyIYeIedAng Miovnesuuds nszurunslun1sin Hardening Wunils
Tududdglunsadanesgiunissnuianulasasiedeyasgraiussuuwasdiussansam

Information Security Management Framework

1. Risk Management/ Managed Security Services (MSS)

'.'ulnerab:::: /Real-time Monitoring using IDS/IPS

Penetration Testing
Technicalf

2. Critical

Hardening/

Patching/

Fixing

3. Practical

Security Policy
Know-how Transfer

4. Defense In-Depth /Best Practices Training
Implementation

6. Internal/External
Audit

5. Security Awareness/

INAMW LaRINI59I Hardening Wudiunilslunseuiunmsdrfglunisusmsdnnisseuu
Shwanulasasievesdoyastgialuszuunasivssdvsnm

4.295n15 Hardening agnsdnenaunsaiveuaudasanalinuasunamasuaaviny

1. sdenldseuulnld NTFS
seuulild NTFS drelvideyanaguuiniatvaasiiinisiigadansneaunisidnfanig
ASIVEOUITZUUNSIANUUY Harddisk Tidunuy NTFS

2. Uan1slge1u Autorun (Disable Autorun)
Autorun iudlgmmdniidieliiaunsnszangldesnasands mszynasafiani
n15 double click USB Drive fiis1irunldanu la¥andelndn execute dng 9 f
ansoviauleviui 38nsUa Autorun fe Start > Run > T4ends GPEDIT.MSC >
ﬁ]fmﬁ?uiﬂﬁ Computer Configuration > Administrative Templates > System >

WA Turn autoplay off Tvidendu Enable
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LADNlUTHANUAINSU Screen Saver (Password Protect for Screen Saver)
PAINNSUALNTUDITULATDIADURILADSUDAUIIAIYNITAITWANIULT U DA
ANSLANUUADAANEIAENISHILY Screen Saver N9IUNSaUAULNITAIUTHANY

dwsunisnduidngszuuianeisnisuiunssAendnuinil Desktop udalden
Properties mﬂﬁ?ulﬂ‘ﬁ' TAB Screen Saver Wdanidm Box 1 On Resume, display
Welcome screen

. Uan1slge1u5lan (Disable Remote Desktop)

Remote Desktop 1 Service vnlpaufiumasvonsidn Port Bunndwdunis
Wiy Attack Surface Tifuszuu winlifinnusududesddaunistanisldau
et

. 188nlg9U Internet Explorer 12939 agRLALD

Internet Explorer Version flRonuIa1u1505095UN159UUY Windows léagns
Lifitymnsusuuperudasnfefiiutuduasihifinnsuduaadlinaauldng
A

. 98181 Windows Update wag Windows Service Pack

e uaLadmunn Users Tilauuaiosnauiiunes

doan Windows XP sauldinisldeaulne Users lisndudesdasianiulag
Foiusudaudeninddueinsldnussuu Tnsenzanuidesd nateaui
foyadiuyana uazdeyanianisiuvuneufiunedamsa nsdssiasuaasRels
gINADNITANALAIAIIULATY

au v3a Disable Users #ilisnduldiusanainszuy

91ail User fismasadistunmdsannaasdldau wefnuniu Application fne
mnudledldfianusfudeddauaisau Users tu 9 sanainszuu wisden
Disable H3psTvngdliiuyla Ineaniz User Guest a592 Disable faudususu
Wsn

334N 39N SuS NN U UULAS Y

)}

MIIABUBYLANBTINITUYS INAUUIATIVDUT1INTANTNTBINT TN ANT 084
Toyadiu

Y

(Access Control + Assign Permission) lagtan1gdayadAyvoauTem
ynAa wazdeyaniinisduidulivureuiiamesdiusy
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. ay v o & [ = 1 @ ad a1 W v v Y Y]

15 Hardening Alawugtnluluisaunsadin {Wudsnmsnldaduadududouninin
IngL31a@111508a01035015TUN15A3A1 nIUFULsIsTUUULURN1Sv0 AT 0IRRUTIW O IV
ANulaenfeuIndulagidnisdieg awnsainniulaainunaaguyuvenains Ndni

wallaisnis wazmadalnde uudsduduvulanssulal nsfinaiudeyaninudivain

anunsanazrslinisltnurenimosvomuliminlaonisuiniu wazNaAyaslailtang
A1 Lagausavinlales
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Ui 5
Wsunsudaeanulise

Tusunsu Antivirus dudulsunsufignideutiuanidietestuldaiiasduiatseny
domeundeyauazszuumauiunes Wisumiiouluiisausudusuihsaduineduis
Tsasfesnen lunsuiumesiwuiuasubhyadufidusiivlvreufinne svensiudoney
p1ardsdutaenin uasiedulianunsndanoufunesiasfiduld lnslusunsy Antivirus
UszasALitefiazaihviedostulifafiasiduniheniesneuiuned dvnniviouiiisuiing
willeussindu voeussn Wesnwenmsaufiaund uazanademeiiiniy

Tusunsu Antivirus Huigunmnelulaniasuudilaifshlaiinfian inzvesiinfianoe
fismelasiuslyl wilusunsu Antivirus fifezfesiinmautfselud

=

5.1AauURALUIINTY Antivirus 916 A9

1. Mvsnennsiedesiitios viiewndeqliiulunishndaios TiAuusuaurils
A3330

2. anunsansvdeuaeiughisalaiiuinun v wazdula

3. 1n13 Update grudayavataneiiug hianasaian amnnazlvindnnnnasnnn
SumszilhfaduAatulunn

4. gunsadnnisidnhdaduldreuiiusiyaetosanuonsuasss
anusafiazdoulndignlsaduusnduusdulinduandulniléagy

5. finthanildauine wWlade

fmnImaseamlusunsy Antivirus agashanunsanagldinausinueaudiily
msdennszieindunasiunsgiuiieiliglusunsy Antivirus NfiUszansnm dsgaelms,

Wuanunsanasiionlusunsy Antivirus iiveldeulaegramngauanngadu
Uagtulailusunsudasiulisananvangluviosnaenlvgldlmaenass Ineus
avAneiigaAuLaZARel LANANAY MIuANRBINISasALTaUdIu Jdlasandundey

Tulaqtu As
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- Kaspersky Antivirus N — DA
- Nod 32 Antivirus McA AN Ut

- Avast Antivirus

- Norton Antivirus

- Mcafree Antivirus

- Bitdefender Antivirus ANTIVIRUS

- AVG Antivirus &QL bitdEEndEP

- Avira Antivirus secure your every bit

_Panda Antivi o
anda Antivirus ‘AVG @IBEQE

AVIRA

lngdayaedman1sdnainu 10 gavealusunsudesiulifanangad vl 2012 91n
Aulad TopTenReviews Tneduaunilatiufife Bitdefender Antivirus Plus @116 38
Kaspersky Anti-Virus @ausuauaniilu Panda Antivirus Pro @slaifinaiuunnansiuuinidn
nnsInd1aul 2011 wsizlusunsudndudruluguuiunannanenu g Jalanaieninmg
1 A A . . 1 1 A yva I~ ¥
Wnienavadlusnsy Antivirus Anes1ee NilgNeuGenly

Excelient Bitdefender

<+ Very Good Antivirus Plus
Yr¥r Good
Fair

F-Secure Anti- AVG Anti-Virus Avast! Pro S Data ullGuard Avira Antivic ESET NOD22

Antivirus

=

Reviewer Comments

Lowest Price

$39.99
RN

Oversll Rating

*Ar Akdkk Aol kool
Fokk ke ik Aol Aok
FRAR Aok Rdkrir kR

AMUERINAN1TINSUNU 10 gaeanlusunsuliesiuliFanfingadmsud 2012 9niiules TopTenReviews
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Tugan s sinladugnsngssutnvadsasg oo etduuselovy

wARAN¥INISIANITANNIAtUT Hanvindswenuinlusunsutesiulifanfuindnaienis Nidn
usu 10 gagenlusunsudesiulisananandmsul 2012 A AVG Anti - Virus Free 2012

Falulusunsu Antivirus 13a3tua1gnaNA1EY

AVG Bauantilinsuagfunne smiladgliny
Tanunuieaztduns Antivirus FunuIntvedlan
° 8nee lnepuaudivdniliunduifanisdes
i \/1 ful$anazaungudiananafiagidnunvinge
JAnti-Virus lisauss rin oot
NIDANIUIBUAIULATDIADUNILADS L5949
2012 FREEEDITION ;

U3gANTNINAITVI191U Antivirus N2z 1110
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5.2 unaUN15AARY AVG Anti - Virus Free 2012

1. 10 web browser warlUfiadu AVG.com iteyinisamiluan Application : AVG
Anti — Virus Free 2012 (http://free.avg.com/ww-en/free-downloads) 9% L‘fhg"‘lﬁﬁﬂ A
wadanw udavhms Click 121 augUnwidteriigduneunts Download Program

‘_A\ﬂ.'l.- Free Downloads For Mobile Company Support P searc

! W | [_upoaten |

Anti-Virus AVG Anti-Virus FREE 2012 /_ Click 297 iemnilvan
e he original FREE virus protectic . .
= N ST tsunsu AVG Anti — Virus

i

g g High guality basic protzction for PCs

FREE wsed for just browsing or social Get FREE

Fr— & meewarking, protection now Free 2012
i

Other AVE Products # Compare our products




drdnaundwensiinig 10 nsumsne1nsin

2. NTURBUN 1 L WFIUNARININ nUUliiINISEeNA1UMaA AVG Anti - Virus
2012 Free Version A1UANNATUEANS

-m | Frae Downloads For Mobile Cempany SEppart T

Is AVG Anti-Virus FREE right for you?

AVGE [smmaet Security 2012 cames with firesill 1o Block smempes 1o sabotage your
FYStEm and identay pracection to kees vaur passwseds and credit card numbers safe
Recommended if you bank andfar gheg caline,

Compalible with m#.. Eh a

Features & Henedils AVG Ardi-Virue FREE AVG Infernet Securily

Presetion agaast viniees sed spywirs v 1./

1

LAOK WL ¥ A =te

Prawant wirslass natwork intruden

Beay aaka whan ahepping and basking anlaa

Daownlesd sad shars filss safaly

Kaap your amail sale and bleck spam

Pretaction thit Speeds up yaur compurer
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Fricvity prodect upditss

Click 291 iammilvan
S i . it s Bt / ¥ Tdsunsn AVG Anti — Virus

RECOMMENDED

Free Version

PHEE 30-DAY THIAL
Complete Protection

BUY HOW
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Download.com
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Welcome AVG Anti-Virus Free
Edition 2012 users

To cornplele your dowsdoad, dick on e bnk below

b4

o Download Now

Quick Specs
#1 in Anbiiius Jofwere

201202180

423 078527

Ay Froam AT

. Upgrade ta AVG Anti-Virus Pro Get a Fasler PC Now
June 12, 2512 2012 & save 20%! = :ﬂdml::n-lu
" * Aan your 3
o % 1 m > Fin Erors in Meukes
B -
'_-hhq_““““_“"“" b Start Download a iy =
3. S & Rl o 10 900 ey P e

Ctick‘ﬁ Download Now

WBLSuAU Download

AVG PC TUNEUP
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[0 avg_free sth_all 2012_2180_cnet.exe

Haillu: Binary File (3.7 MB)
0 hitp://software-files-a.cnet.com
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5. Welusunsudivinisariluaniasaauysal vinn1s Double Click Liei5udnguunaunis
AndaazUsngaann Tutupeuillmden Accept

X |22 |

Welcome to AVG Installer

You are now installing AVG with safe search capability,

By installing this preduct you are agreeing to the following terms and conditions of the AVG 2012 License Agreement and AVG
Fair Processing Matice

IMPORTANT: READ THIS AGREEMENT CAREFULLY. IT 1S A LEGAL CONTRACT
GOVERNING YOUR USE OF SOFTWARE, CERTAIN SERVICES PROVIDED BY AVG
TECHNOLOGIES AND AVG TECHNOLOGIES' COLLECTION AND USE OF CERTAIN
PERSONALLY IDENTIFIABLE INFORMATION. BY CLICKING THE “ACCEPT" OPTION OR
INSTALLING THE ACCOMPANYING SOFTWARE PRODUCT (THE “SOFTWARE"), YOU (ON
BEHALF OF YOURSELF AND THE PARTY ON WHOSE COMPUTER THE SOFTWARE IS
INSTAILLENY AGREE T HBE RBAOLIKD BY THESE TERMS ANMD  COLMDITIORS  AKD .

AV Privacy Palicy Printable version

o

6. nuulusunsy axluviinisidensenang Basic protection Way Full protection
Iildan Basic protection wagna Next Livaltguunaudinly

] [ 22 ]
e
=y AVG Select the product you wish to install
.Internet Security
Recommended: Try AVG Intermnet Security free for 30 days. You can always switch to basic protection
later.
Features Anti-Virus Free Internet Security Trial
Anti-Virus & Anti-Spyware v v
Online Shield v
Enhanced Firewall v
Anti-Spam v
Technical Support "
@ Basic protection ~ Full protection

-
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7. Tutuneuillyiviinig na Next Livaidguunaudinly

Activate Your License

License Number: [8MEH-RNXED-GMYHF-BSLSR-ZK3FE-PEMER | &
Example: IQNPS-9BCAS-PUQU2-ASHCK-GP335L-930C8

If you purchased your AVG 2012 software online, your bicense number will have been sant by emall, To avoid typing errors,
we recommend copying and pasting the number from the emad to this screen.

If you purchased the software in a retail store, you will find the icense number on the product registration card included in the
package, Please ensure you copy the number correctly.

8. NUULUILNTUALAANTDNTZIIN Express Install uag Custom Install Tlden

Express Install kagna Next iiveiingtunaudnly
" AVG software Installe [ 52 |

!r- 1 AVG Select type of installation

. Internet Security

@ BExpress Install (recommended)
Installs the software in its standard configuration including the Gadaget. Installs the AYG Security Toolbar to protect your
computer from dangerous wehsites,
Sets, keeps and protects AVG Secure Search as your default search provider.

) Custom Install

Choose which application features you want installed. Recommended choice for advanced users.

[/] sets, keeps and protects AVG Secure Search as your default search provider

[¥] Installs the A¥G Security Toolbar to protect your computer from dangerous websites

9. NUUIUILATUALLIUYINNNS Download Was@n@d AVG Anti — Virus 2012
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- AVG Install Progress

.Internet Security

Download files
Install features and updates

Downloading... (363.6 KB of 39.6 MB)

Installation can take a few minutes. Feel free to do other things while you
wait. Please be aware that the installation does dose your browser tabs
g0 we do not recommend working online during the install. Click the
Minimize to taskbar button and we will notify you when completed.

Cancel

10. WelusunsuvinisAnduduasalusinsuazdnyiieny dsnniiusing Setunsuiuans
TN dUsuNsNESY uazausaineuliegnsauysel

Bl VG Ivigmeet Senenty JOLT = = &

Fi= Companents

Minimize to taskbar ‘
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. Intermel Security

== i ye O @)

SAn M Anti s | mkScanner [ 'mead Proteticn i rrearal
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u e Anti-Rootkit System Tooks P Ainabyrer Identity Protection
P < A Die Aitwge Baakpait P el AT e
Lt upsdate: 1855, 1435
I Finkshed
Idendity Protection
Identny Protecton offes proactve dentty theft protecton and pivacyreated BTy,
WMy apps Identy Protecton b Sctins bed fuly fusdtonl

Show nolilcakion

1. waannuuliviinns Update Jaya ivevinlignudayanasiduglidudulsal
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Usegai19n I Finkshed

v

91708 Lol

Wywnsuidn

o ! \ Emlmrl PO dennTy thrlt protacton and SrvacyJeated MouTy
1’3531“1] G] ? §Jj .l My Apps Identty Protecton b actis and fuly funitonal y "
Laua Showm notification |

12.

INUUFUTINIATIRFe UM hTamInukasgeudeglunIasneuiunes lagiden

{
o

AN Scan now LHBISUTUADUNISAUMLALYINa8SaluATRIRRURILADS

BE G Imieimet Senunity 200F

LIBLSUANEY Fle oy Tack
Scan now a3 ¥ AvG
. Intermet Security
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o SCAN B funmnryg
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7%

Scan W5alu

soa: 2138, 1801

Dl ects scamned: ISL0E
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Update naow
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n wazdaaNuAunamasann Spyware

CaNle

6.1 fﬁﬂ Spyware

Spyware @ TUsunsumeniamesiiueuinisinsasuuaiosmeufinnaslned
Brveunissneuiinneslddusen Wsunsuierdidnvinimsiaunierilireufinnes
yaufaundly Fannsssuinves spyware Ml slusunsy Anti-spyware Juan Gagld
AsufmeimsazinnlUsunsuiadunouiianeSvamu

6.2 UsziRnnuduunvas Spyware

finsl4819n spyware adausnluiudl 16 aanew A.a.1995 Tuntsde Usenet &3
namfla spyware fausn fignasnsiuan Tnedinquarasditerdumsnanssudoya

Tudiulin.a. 2000 fiasa Zone Labs fite Gregor Freund l#Rfiunilngldeiiile
yefs ZoneAlarm Personal Firewall wazdsuatiuaniSudnsldmiuegaunsvats ud
A.A.2005 AOL ay National Cyber-Security Alliance lavinn15d19396 lnauiamosiag
NuN

61% volineniamosil spyware Tuinsesneufinine suaany

92% volineniiuneiil spyware Turesnesianosvesm lainsuingl
spyware @

uar 91% vestldreuRumeiiia spyware Tuedos laildBusesliinisings
spyware adluiA3eaInY

TuTA.7.2006 spyware na1esdu Malware fifinsszuinunidududusiung g
wslaufszuuufiRnisuas Microsoft Windows taedl IE Wusdiatelunsunsnszaiy spyware
iesanilvedlnives IE ludruves ActiveX Fanudn 9 Tu 10 veadlineufinmesil spyware
ogluiinanouinmes

6.3 359 Spyware [ 1ELATDIADUNIADS
Y I 1
Spyware WuliilaldiBnsideaiu virus wag worm Tunisidngdinsesneuiames
nanfe IneunAudnIosneNiiaosNan Spyware agliamsaunsnszay Spyware 7idilu
1A309 lUdumTasnauiiamesinTesdula felu Spyware 39e1dun15vasndenseinlugly
Ao ImTinlaln IeD193TIigToRRNTIWmes tnsenfAutadlnivesssuy

¥
a U

Spyware d@ulvgjazgninnsasluinsasnauianesiaegldlase weglddiu
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Tngjillonsvinniesneufinnesvesnuil spyware ogluszuy fnagldlusunsudielunis
FPu719n15919 U289 Spyware T3 Spyware %‘v‘hﬂ'156&”@mwﬁ'yJumaumiamﬁ’jﬂﬂmmmﬁu6]
uananil Spyware faiin1vaendedliroufinmes nelilusunsuiiinauladusafagal
fdmoufinnosamidlnanlusunsy uilumnmdusialusunsudull Spyware uuvandae ua
Aasalusunsa Spyware asluindoswesnu 1wy 1UsWATU Anti-spyware Jaou wiadiiaondd
"rougue”
n3An Spyware tu vvaftonaRnanmsfigldreuinnefidn websites i

nualiisdn aanaadly website wianty siliintsdlavanUsingluauuniioe Se
dnwazAae dialog box 8 Windows warenaivulmdenna wilddndldneuiinnesazne
Julafin1u Spyware Aagasngnainilnanidiundueiosnoufiumosiuld defugld
aeufiamesadlinsnanadlag Anw Hldflanuddedenioliulloivasasenselsl sufl
w3dlsunsy IE duldgnosnuuuanidfietesfuilymiiAnangeiuda fe dedldnonfiunes
Un Website aglsifimsanilvanlnesnlusia {lireufiunesozdeadugosnddsindenis
agantilvaavieli ludagtulsunsuy IE 16 vinnswaunlusunsuiFes ) wietlesiudgmilu
T wazuenaNil Spyware 0193 d virus w3 worm Taglumshaseiasuadiuluszuud

1

6.4 WHANTIUVDY Spyware

Spyware ﬁﬂﬁ]xi@iaijﬁuIﬂiLLﬂiuLﬁaaﬂ Tupouiumad ( JuauITauNINIZaeY
lUfsdrunneglaog1asinsa) ;ﬂ%ﬂauﬁama%daﬂmg%ﬁammLﬁuanﬂwwaaﬂamﬁama%ﬁﬁ
Uszdnsninlun1siauanas Spyware 3z3UNIUADNNUABIIABNITVINA CPU N9 1uRnUng
Warnidn esaninslindmennsmieanusivenniswnniy uazvhlfnisdeudesu
\iedneduinal Ssaunaiinanund Wuarmgivhliaeufiamesvhemudias Spyware o
LNTALTINITVIULBY networking software Fsviiliennsenisiiousedumaside

Spyware ﬁﬂ%%ﬂﬂiﬂﬂgé’f;’lﬁméﬁ%uﬁama%mmdwﬁmiﬁﬂ spyware Waa 39
m%ﬂammLmaﬁmaauuwmummmmml,am 1/1meﬂamwamaa&uaqmummmmﬂﬂmmmﬁuu
1 \ine1n hardware Anund, Jaymiseninenisinde Windows mam@mﬂlﬁawumumm
Tnonsufdaywiiu Jldnoufiumosursnuaziisndramnaia Wiep199sietuionaufinmes
Tl ifesnniadssneufinmedtuihauldduiuly msinhsadudnudlaldlnonisavuas
Aadausunsalmivonn Wieliasesmeuimeindunvhauldmudnisnads
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dunatedla wu peuimasihnulatinduniuin mssdlusunsumasnueguunauitines
natglusunIunious Au fangniu Spyware U19U52LNzUANITYIN9UYDY firewall Lag
TUsunsa antivirus wazUsuszuusnmaulasndoves browser fe deuazyilillenad
wfnlafasineg indu iafeutuindulsannnidusuiues. Spyware vnalssanaslinnis
M191uUnTeaulusunsy spyware AUYI08N bITIETUNIUAITVINNUYDIFT Spyware Lo9 R
mendaifadalusunsy spyware eaaameldiadonnarinnglilianishauvesiunas iy

6.5 uuzthlUsunsuuauRaUIBwIS (anti-spyware)
1. Spybot Search & Destroy: Junislulusunsutiostu wasidnatiows
W3 Aleasumiudenegrauninans funsesdlofl awnsaawny dumalieus weauas
loudanes wazlusunsudaursine vane Snvediamnsaindss vauaren tracking A1a9
¢ iail anansnsesiuiulmdiad Snvsdsatuayunisldanldvarsnudndae
2. SpywareBlaster: {uip3odlons ﬁm%’uﬂmﬁ’ulﬂ%wm@m PnaEIBIg

14
=

Lonuas lwinwesleudaines warnindefiiiaduegrannuneludumesidanntuil il
annsadlesiumsinaanan ActiveX Object Ansquasatnewaslisngae

3. SpywareGuard: udnlusunsufitneteaiuaaanaliowasuuy Bealnd
Fuduadesdlefivinausauiu SpwareBlaster leog19iuszansnm deanunsoIalnsidesdiu
spayware wag bowser hijacking lunauefiisnmiivanlusunsunderiosdunesidnladnse

4. Spyware Terminator: Wun3lusunsuiesiu alrswrsiiamisariiauls
wuuiSealn 100% a@1u15af19n au @uawls woawls nsdumieq lsunsudininAdden
o3 fesensldau aunsas schedule lunmssuaunuldsaluifge

5. Windows Defender: {JunsTusunsutlosiuaiiswisannisaglulasyes
fitredesiuniosnoufiunedvesnmain JoUusw uuuiueineg aleuasi vilinisianu
youndasiuszansamen Siensanansneg annsiaulaluluaaidealnl vl deuinis
aniilnanaziinisida Windows Genuine e dnldarunsannidlvanls a1u13ag slen
UnAL Wi Windows XP vesradliliu Windows$ Genuine sie Trick 9169

6. Ad Aware: Hupsesiionitestunasidnaliowss weauas Taurs Insdu
Sumesinunsnimiine dadulusunsuiilasuarudontuegraunsnansly flandndmnis
feanansatlestumsaluedoyasunans siasy wwefivanasinnise weilunesduni aglid
Tnundealmlusmadu

7. WinPooch: 3enlginlulusunsugiuihiulaidiaeninld sadulusunsy
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Wit wesaldnuazifnaaldnu Adostuldtalrsunrduasingdy awnsavnisawnuldly
Tunasgalvdaiy awnsavioulaavdulisusnudesiulisa Clamwin

8. Malwarebytes' Anti-Malware: Saw$ wazaliewasiisanndndnialu
vaurdl Mawwennisamiillnanndi 2 &1u anifinananniay download.com dsanunsavenuie
frdnsfauadiun deufliuasSurheuld Snvedeeaunsadum Jestunazdaiaus Mlusus
nuns293ul S videneudlda launsansiaduuasidnls yenaniseaunsavinauly
TnuaFealnsdaunuld ilvigulald Tuedosesnuaziasnisanmsanaiuveanaiaiou 25
Jauas nsdula

9. SUPERANtiSpyware: ﬁaqmﬁwﬁ'}é’qLﬁuﬁﬁsﬂ%ﬁ’uas}wmﬂuﬁuwﬁ
SUPERANtiSpyware tulusunsuns 1o1lidwsu remove wag mdnautswas dauasuazing
$u Fadlusunsy SUPERANtISpyware 9 @w158i1n15 remove uag mdnauawas siawas
waglnsTulauinnd 1 duiiaedihien snfieg1aau VirusRay, AntiVirGear,VirusProtectPro,
DriveCleaner, SmitFraud, Vundo, WinFixer, SpyAxe, SpyFalcon, WinAntiVirus,
AntiVermins, AntiSpyGolden uazduqdnunnunelaglusunsy SUPERANtSpyware 4 @150
13 remove waz Minalieun? Saursuarinssumaniu I¥egrsdonne

Fen13NsIanIsANUTantvatauenisideulusunsulunisdesiu Spyware 7
waihAududigainede SUPERANtSpyware o niinuauiinazainuauisailaamy
i fg

o_
€

) Copyright 2006-20107 by SUPERAKS)

1. ansadenauny fsnatnewnd sausuayinsdu 1éva 3 nua Ae Quick,
Complete uay Custom Scan Faaunsaauny fum wazmdnauiewss Tauisuasinsdu 16
ﬂgﬂu Hard Drives, Removable Drives, Memory, Registry LLazIV\IaLm@%Su‘]ﬁéfaqmi

2. @UI50MNNNTAUNT ATV WazA1dn Spyware, Adware, Malware,
Trojans, Dialers, Worms, Keyl ogsers, HiJackers, Parasites, Rootkits LLaz’Sug]

3. ghlusunsutios launswennsszuu Jeldviliieiesdn 41 ilouru
Lsunsulungy Ussinmdeariu

4. @UNTOYINITTONLIUAIRIIUBITZUULA 191 A1 Internet Setting, Desktop,
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Registry $1199)

5. Huiusfinsfulusunsulungy Ussinmifentu nanile anunsofiadesudiy
Wswnsufdnatiewss dawrsuazinsduduale

6. 31 Context Menu(syadniindu thutes) vilwazainuazinesenisauny
53 Iduseolnawmaslag

6.6 A5 19ulUsIATY SUPERANtiSpyware
1. amilluanuaz@nnilusinsy SuperAntispyware F9a1u15an1Ulann 0y
8¢ www.superantispyware.com laglivinn1siden Download Version Free Edition 6901w

u HEW Yersiom 5 - Owr Most Signiicant Update Ever!

PASTLR Scarmirg - QUILKLR Spplicatian Stettsp - GRLATLY ERHARCLD Rash trra Sretectian Esgine
HOAL FOWIRFUL =checuling Syatarm - ALL MUW Usar Inzerfece © BAFID Dafritize Usdataa

Defibion Dutabiaes

fed Advanced Detection and Removal L) Real-Time Protection
Corw 1 8211 Tscwa $623
v Dabed Iuill'r-nv!n-w'l dgwirm ged Myrmeye ' Torme Hlsghorn :lt\ uh-l Bl m I :l:tl 1 l'v. 5
M lirn. Traja i P |-'! : P LA, H-"H' | el i e g § wleg Click harw for infarmatian
Hilsckan. Pan ta. A Tacw
Przz s chnanace, + Fusl Bhasin Prerenlisn soimioni donr L P
’ n-rr::d:f-rnr FyEtam -n:h Hras your syacun sarty
dunizred ant k2 alew dawnta w0 -‘ thranta bafern tha b Aded Th
athar Nrticnpywars Fares s chinc €3 krece snd iebirace yeor syicum, 4"-'{_..:5"_: el
£ u5 cunlicy sih goi auiprisg

. mu:urQ | k. Corglece ar Caapom Scans
Cusly ahly 8 EARE st GARBaT i b g
+ Rapais brokes laberses Cossectiess, Daakoogs [ .|'LI b ': ara. n amEse Bpywans satsmanically,
Eagiiliy Edilaag bad mang =ik dus orljus Hages
Srataml SAS Ve @ 2.1.5002

ari=ipymEen or prbicving selvbion!

2. yleamiinanadaiioutesuda Thnisdelusunsusnaneenlsvun a1niay
¥msAnaalUsunsH SuperAntispyware Tnasuidananiilng SUPERANtSpyware.exe uazin
AMsTuREY Auuzi Adinisinsegiauasinde waziusinisasuan Setting #1997
TUsunsuAmuaN L7

3. Wefnnuasaseusesnan avdl dialog Ldsdenudusnaiulinnsewen
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@ SUPERANtiSpyware Free Edition

.\xﬁurinnnl|8nvware

Remove spyware, NOT just the EASY ones!
Scan your Computer

f@ Scans your computer for Spynare, Adware, Malware, Trojans, Worms, Parasites and other potentially harmful
~~ software that may be installed on your computer,

Select Scan Type
@ Quick Scan
(©) Complete Scan

() Critical Point Scan

() Custom Scan

Scan your Computer... |

Enable Rescue Scan (Highly Infected Systems ONLY)

&
%

5. SUPERAntiSpyware Free Edition
|| Click here to uparade now

Program Yersion
5.5.1006

Database Version

Real-Time Protection
o Invalid Mors information

8 []scheduled Scanning
B[] Automatic Updates

[ G| [

Find out what's unning on your computer!

LR s |

Database Status

} Corfigure.
Updated 2 minutes ago

{§) Chedk for Updates l

I

Click to view wordwids threat map

[ w Manage Quarantine

X Repars &, e ]

Click to Redister/Activate

4. LLauLlIE)IUiLLﬂﬁJ SUPERAnUSpyvvare ‘I/I']ﬂ'ﬁ@‘l/\lLﬂVIGl’JLENLﬁi‘i]L?EJUiE]EJLLﬁ']
4 Finish LWE]?M?W]“UUG]E)U?]’HGMGN

(=@ &/ |

& SUPERANtiSpyware Free Edition

=HIE £

] SUPERAntSpyware Defintion Update
b
| e
Definition Update
C% SUPERANtiSpyware is now downloading updates to the spyware/adware definitions.
|
Update Status
« Authenticating Connection Complete
< Checking for Definition Updates Complete
@ Downloading Updates -
Gl
& Manage Quarantine I @ View Scan Logs l I K Repairs ] I f‘o Help

i R /Ativ

5. nduAsenldulusinsuauung tasisazannulva
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Y1 Scan your
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